	


Operations Security
Standing Operating Procedures

Instructions:
1. This SOP follows the requirements provided in Army Regulation (AR) 530-1 Operations Security.  To that end, this SOP attempts to translate military-specific requirements and jargon into a format more applicable to DoD contractor/civilian organizations.
2. Coordinate with the government representative or Prime contractor to ensure you include any specific OPSEC measures they require.  Per AR 530-1, Section 6-2(b), “For unclassified contracts, the Requesting Agency (RA) OPSEC officer will review contractual documents to determine if any specific OPSEC measures are required in a contract. The RA OPSEC officer will integrate any needed OPSEC measures into the PWS, the statement of work (SOW), or the statement of objectives (SOO) in sufficient detail to ensure complete contractor understanding of the exact OPSEC measures required by the RA.”  
3. AR 530-1 requires an OPSEC program to have the following four components:
a. An OPSEC document that identifies that organization, activity, or location and the OPSEC measures that will protect it. This SOP meets this requirement.  
b. Use the five-step OPSEC process. Contract documents should identify the OPSEC measures you are required to employ.  If they do not, or if you are going to conduct a full OPSEC evaluation, this SOP provides the five-step process. (See Paragraph 2 and Enclosure 1).
c. OPSEC Awareness Level 1 training (see Paragraph 3).
d. OPSEC Review of information intended for public release (See Paragraph 4)
e. OPSEC Program coordination with other security programs.  (See Paragraph 5).
f. An OPSEC Program Manager/Officer. In order to meet the spirit of AR 530-1, your company should assign an OPSEC Manager to oversee the OPSEC Program (see Paragraph 6).
4.  [COMPANY] should be replaced with the name of the company, program, organization, activity, or location the OPSEC Program is intended to protect.
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1. General.  
a. As defined in Department of Defense Directive (DoDD) 5205.02E, Operations Security (OPSEC) is the process of identifying critical information and analyzing friendly actions attendant to military operations and other activities in order to—
i. Identify critical [COMPANY] actions that can be observed by adversarial elements.
ii. Determine which of the [COMPANY] critical actions adversarial elements can collect, synthesize, and interpret in order to negatively impact [COMPANY] missions.
iii. Select and execute measures that reduce the risk to [COMPANY] actions and operations to an acceptable level.
b. This document provides guidance on the [COMPANY] OPSEC Program in accordance AR 530-1 Operations Security.  
c. BRIEFLY DESCRIBE [COMPANY] (NAME, SIZE, LOCATION, INDUSTRY) AND OVERALL MISSION.  
d. STATE THE APPLICABILITY OF THE OPSEC PROGRAM AND THE ADMINSTRATIVE RESPONSIBILITY FOR IMPLEMENTATION.   
2. Critical Indicator List and OPSEC Measures.  [COMPANY] employees will apply the following OPSEC Measures to protect the associated Critical Indicators.  Unless otherwise specified, all [COMPANY] employees are responsible for applying the appropriate OPSEC measures to protect Critical Information.  [The Critical Indicators List (CIL) and OPSEC measures may be listed in the Performance Work Statement (PWS), the Statement of Work (SOW), or the Statement of Objectives (SOO).  If they are not included in contract documents, use Enclosure 1 to produce the CIL and OPSEC Measures].
3. OPSEC training and awareness program.  
a. [COMPANY] employees will complete Level 1 OPSEC Awareness Training within 30 calendar days of hire.  OPSEC Awareness Training will consist of the following areas:
i. Understand the difference between OPSEC and other security programs and how OPSEC complements traditional security programs to maintain essential secrecy of military and [COMPANY] capabilities, intentions, and plans.
ii. Understand what constitutes critical information.
iii. Understand how adversarial elements aggressively seek information on U.S. military and capabilities, activities, limitations, intentions, and plans.
iv. Specific guidance on how to protect critical information through OPSEC measures.
v. [COMPANY] will also ensure employees can answer the following questions:
1. What is [COMPANY’s] critical information?
2. What critical information is the employee personally responsible for protecting?
3. How are adversarial trying to acquire [COMPANY’S] critical information?
4. What steps are [COMPANY] and the employee taking to protect critical information?
5. Who in [COMPANY] should employees report an OPSEC concern, compromise, or ask an OPSEC question?
b. Unless otherwise specified by the government or contract partners, [COMPANY] employees will complete the Center for Development of Security Excellence online OPSEC course, located at https://securityawareness.usalearning.gov/opsec/index.htm.
c. Each employee will provide the Certificates of Completion to [PERSON/OFFICE].  [COMPANY] will maintain Certificates of Completion until no longer required by government or contract partners.
d. Continuous OPSEC awareness training.  
i. In order to emphasize the importance of OPSEC practices, [COMPANY] will provide continuous OPSEC awareness training to employees.  This training may consist of, but is not limited to, periodic OPSEC news releases in company newsletters and emails, OPSEC posters in work and break areas, OPSEC information bulletins on company bulletin boards, and ad hoc OPSEC awareness briefings.  Training resources and material can be located at https://www.cdse.edu/index.html.  
ii. At a minimum, the [COMPANY] OPSEC manager will provide annual OPSEC awareness refresher to all [COMPANY] employees. This training will incorporate current threat information and be tailored to the [COMPANY’s] specific mission and critical information.
4. OPSEC Reviews.  
a. Prior to releasing information to social media or publicly accessible websites, [COMPANY] will conduct a documented OPSEC review to ensure that critical information or CUI is not inadvertently released.  
b. Products that may require an OPSEC review include, but are not limited to, memoranda, letters, e-mail messages, articles, speeches, academic papers, videos, briefings, contractual documents, news releases, technical documents, proposals, plans, orders, and other visuals or electronic media. 
c. If the OPSEC Review identifies critical information or CUI, the reviewer will [STATE ACTIONS TO TAKE… EDIT FOR RELEASE, RETURN FOR CORRECTION, ETC]
d. [COMPANY] will not publicly release CUI.  
e. The OPSEC Review will be conducted by [WHO CAN CONDUCT REVIEW… OPSEC REPRESENTATIVE, WEBMASTER, MARKETING DIRECTOR, ETC].
5. OPSEC Coordination with other Security Programs.  [LIST HOW OPSEC IS COORDINATED WITH OTHER SECURITY PROGRAMS SUCH AS PHYSCIAL SECURITY AND INFORMATION SECURITY]
6. OPSEC Manager.
a. The following personnel are assigned OPSEC Manager Responsibilities: [XXXXX]
b. The OPSEC Manager responsibilities include: [EDIT AS NECESSARY]
i. Oversee [COMPANY] OPSEC Level 1 Awareness Training.
ii. Oversee [COMPANY] continuous OPSEC Awareness Training.
iii. Conduct OPSEC assessments for [COMPANY] and sub-organizations.
iv. Evaluate [COMPANY] OPSEC Program and make recommendations to [COMPANY] staff and management regarding the OPSEC program.
v. Act as liaison between [COMPANY] and government OPSEC officers/OPSEC program managers.
7. Periodic OPSEC Program Review.  The [COMPANY] OPSEC Program will be reviewed and updated annually to ensure it reflects changes in mission, threats, and critical information.
































ENCLOSURE 1 - OPSEC Process

1. Identify Critical Information. The purpose of this step is to determine what needs protection. This is one of the most difficult steps of the five-step process but is the most important. OPSEC cannot protect everything, so the most important items should be afforded the greatest efforts of protection.  Limit the CIL to no more than 10 items.
a. Identify Critical Information.
i. Critical information consists of specific facts about [COMPANY] intentions, capabilities, limitations, and activities vitally needed by adversaries for them to plan and act effectively so as to guarantee failure or unacceptable consequences for [COMPANY] mission accomplishment.  
ii. Critical information can also be an action that provides an indicator of value to an adversary and places [COMPANY] activity or operation at risk.
iii. Critical information may include, but is not limited to –
1. Logistics, to include supply chain weaknesses and vulnerabilities.
2. Supplies, to include current supply levels, critical shortages, increased or decreased demand, and limitations on supply chain.
3. Physical Security measures, processes, and weaknesses.
4. Information Security measures, processes, and weaknesses.
5. Information System configurations, security measures, and protocols, and vulnerabilities.
6. Export-controlled technical data.
7. Contract financial data in the pre-award stage.
8. Proprietary data and processes.
9. Personally Identifiable Information (PII).
10. Business operations, plans, processes to include shortfalls in ability to meet requirements, future plans/intentions, and financial data.
11. Indicators that may reveal critical information.
12. Other Controlled Unclassified Information (CUI) as listed in the CUI Registry.
b. Identify the length of time the information needs protection.
2. Analyze Threats.  The purpose of this step is to identify adversarial capabilities to collect, synthesize, and interpret [COMPANY] critical information.  Adversarial collection capabilities may include:
i. State-sponsored Foreign Intelligence Organizations.
ii. Insider threats.
iii. Business competitors.
iv. Data leakage (i.e. unauthorized release of controlled or protected information).
v. Violations of legal or framework policies (HIPPA, contractual agreements, etc.).
3. Analyze Vulnerabilities.  The purpose of this step is to identify vulnerabilities and draft tentative OPSEC measures that reduce risk to an acceptable level. The most desirable measures provide needed protection at the least cost to operational effectiveness and efficiency.
a. Identify Vulnerabilities.  A vulnerability occurs if a [COMPANY] mission can be negatively impacted when a step or process associated with critical information (identified in Step 1) is exposed to adversarial threats (identified in Step 2).  The following questions will help identify if a vulnerability exists:
i. What information about the steps can the adversary use to prevent [COMPANY] from successfully accomplishing its mission? 
ii. What information can [COMPANY] control to prevent adversary from obtaining it?  
iii. What information does the adversary already have?
iv. How can the adversary use critical information to the disadvantage of [COMPANY]?
b. Draft tentative OPSEC measure to address the identified vulnerabilities.  OPSEC measures may include implementation of policies, changing operational processes, or technical controls.  
4. Assess Risk.  The purpose of this step is to select which of the tentative OPSEC measures to implement. The implemented OPSEC measures must balance the risk of operational failure against the cost of OPSEC measures.  Consider the following questions to help decide which measures to implement:
a. What is the likely impact of an OPSEC measure on [COMPANY] mission and processes?
b. What is the probable risk to [COMPANY]success if a specific OPSEC measure is not implemented?
c. What is the probable risk to [COMPANY] success if a specific OPSEC measure does not work?
d. What is the impact on future [COMPANY] success if this measure is adopted and successful?
e. What is the impact to partners (government, Prime, Subs) if this measure is adopted and successful?
f. How will OPSEC measure interact or affect other OPSEC measures?  
g. Will the OPSEC measure create new critical indicators?
h. What coordination is required to implement the OPSEC measure?
5. Apply OPSEC measures.  The purpose of this step is to apply approved OPSEC measures to ongoing activities or to incorporate them into plans for future operations. There are two aspects to this step – [COMPANY] adoption of the OPSEC measures and implementation of OPSEC measures by [COMPANY] personnel.  
a. Adopt OPSEC Measures.  Document the OPSEC measure through SOPs, memoranda, policy, etc.  Documentation may include coordination requirements, directions to organizational elements, staff, or employees.
b. Implement OPSEC Measures.  Integrate OPSEC measure into processes or activities.  Train staff, management, and employees on their responsibilities to implement the OPSEC measures.  
c. After the OPSEC measure is implemented, evaluate the effectiveness of the measure and recommend adjustments or new OPSEC measures as necessary.
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